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1 Privacy and consent
1.1

Relevant legislation
The protection of personal and health information is an important issue for everyone, not just
an injured worker. A number of legislative instruments at both a state and federal level have
been enacted to protect a person’s personal and health information. Personal and health
information is a key component of a workers compensation claim. It is therefore not surprising
that a key SIRA policy is the protection of such information. In this paper we will touch on
some of those legislative instruments in so far as they apply to workers compensation claims.
1. Government Information (Public Access) Act 2009 (NSW) (GIPA)
The Government Information (Public Access) Act 2009 (NSW) (GIPA) applies to a number
of statutory authorities including local councils, universities and state owned corporations.
The GIPA allows for disclosure of government information, including any personal or
health information that the statutory authority may hold about a person requesting such
information. There is a presumption in favour of the disclosure of government information
as prescribed in the GIPA, unless there is an overriding public interest against disclosure.
Schedule 1 of the GIPA sets out a number of situations in which there is an overriding
public interest against disclosure, including when the information would be privileged from
production on the ground of legal professional privilege (clause 5 of Schedule 1 of GIPA).
2. Privacy and Personal Information Protection Act 1998 (NSW) (PPIP Act)
The Privacy and Personal Information Protection Act 1998 (NSW) (PPIP Act) applies to
public sector agencies such as statutory authorities, universities and local councils. The
PPIP Act sets out the legal obligations of public sector agencies in collecting, storing,
using and disclosing personal information. Section 4 of the PPIP Act defines ‘personal
information’ (relevant to the workers compensation jurisdiction) to be:
…information or an opinion (including information or an opinion forming
part of a database and whether or not recorded in a material form) about
an individual whose identity is apparent or can reasonably be ascertained
from the information or opinion.
Personal information includes an individual’s fingerprints, retina prints, body samples or
genetic characteristics. Exceptions to the definition of ‘personal information’ includes
information about an individual that is contained in a publicly available publication and
information or an opinion about an individual’s suitability for appointment or employment
as a public sector official. There are 12 information protection principles set out in the
PPIP Act. Annexure 1 of this paper includes a Fact Sheet issued by the Information and
Privacy Commission which concisely sets out the 12 information protection principles.
Reference is specifically made to principles 11 and 12 of the information protection
principles relating to disclosure of personal information. Principle 11 states personal
information must not be disclosed unless the disclosure is directly related to the purpose
for which the information was collected. Principle 12 prescribes a special restriction on
disclosure of personal information relating to an individual’s ethnic or racial origin, political
opinions, religious or philosophical beliefs, trade union membership or sexual activities
unless the disclosure is necessary to prevent a serious an imminent threat to the life or
health of the individual concerned or another person.
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3. Health Records and Information Privacy Act 2002 (HRIP Act)
The Health Records and Information Privacy Act 2002 (HRIP Act) applies to
NSW public agencies and private sector organisations. The HRIP Act sets out
the legal obligations of public agencies and private sector organisations in
collecting, holding, using and disclosing a person’s health information. The
HRIP Act contains a definition of ‘personal information’ (s 5) and a definition of
‘health information’ (s 6). The definition of ‘personal information’ is very similar
to the definition in s 4 of the PPIP Act. The exceptions to the definition of
‘personal information’ in s 5 of the HRIP Act includes information about an
individual that is contained in a generally available publication and information or
opinion about an individual’s suitability for appointment or employment as a
public sector official. Further, information about an individual that forms part of
an employee record (as defined in the Privacy Act 1988 (Cth)) about the
individual held by a private sector person, is excluded from the definition of
‘personal information’. An ‘employee record’ as defined in the Privacy Act 1988
(Cth) means a record of personal information relating to the employment of the
employee including health information about the employee and personal
information about, in addition to other matters, recreation, long service, sick or
other leave.
Section 6 of the HRIP Act defines ‘health information’ to be
(a)

personal information that is information or an opinion about-(i) the physical or mental health or a disability (at any time) of an
individual, or
(ii) an individual’s express wishes about the future provision of
health services to him or her, or
(iii) a health service provided, or to be provided, to an individual, or

(b)

other personal information collected to provide, or in providing, a
health service, or

(c)

other personal information about an individual collected in
connection with the donation, or intended donation, of an
individual’s body parts, organs or body substances, or

(d)

other personal information that is genetic information about an
individual arising from a health service provided to the individual in
a form that is or could be predictive of the health (at any time) of
the individual or of a genetic relative of the individual, or

(e)

healthcare identifiers,

There are 15 health privacy principles set out in the HRIP. Annexure 2 of this
paper includes a Fact Sheet issued by the Information and Privacy Commission
which concisely sets out the 15 health privacy principles. In essence health
information must only be collected for a lawful purpose directly related to a
function or activity of the organisation and is reasonably necessary for that
purpose, must be relevant, not excessive, accurate and not intrusive.
4. Workplace Surveillance Act 2005
The Workplace Surveillance Act 2005 prevents surveillance of an employee by
the employee’s employer while the employee is at work for the employer.
Surveillance includes camera, computer or tracking surveillance.
© Hall & Wilcox
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The provisions largely relate to surveillance at work. The provisions do not
operate to prevent surveillance of an injured worker outside employment by a
licensed surveillance operative.
5. Privacy Act 1988 (Cth)
The Privacy Act 1988 (Cth) applies to Australian Government agencies and organisations
with an annual turnover of more than $3million. It will likely apply to most self-insurers. It
does not apply to state or territory government agencies or universities (other than a
private university or the Australian National University) and therefore some self-insurers
are exempt from this Act. The Privacy Act 1988 (Cth) includes 13 Australian privacy
principles which deal with the management, collection, use, disclosure, security, access to
and correction of personal information. An organisation or agency may use or disclose
personal information for the purpose for which it was collected (the primary purpose). The
personal information can only be used for another purpose (the secondary purpose) if
consent was provided or it is reasonably necessary for enforcement-related activities
carried out by or on behalf of an enforcement body or the secondary purpose is required
or authorised under an Australian law, or court or tribunal order. Annexure 3 of this paper
includes a summary of the Australian privacy principles provided by the Office of the
Australian Information Commissioner. A full copy of the Australian Privacy Principles can
be found online here. The Privacy Act 1988 (Cth) provides an exemption in respect of an
employee record held by the organisation and relating to the individual (s 7B). An
‘employee record’ as defined in the Privacy Act 1988 (Cth) means a record of personal
information relating to the employment of the employee including health information about
the employee and personal information about, in addition to other matters, recreation, long
service, sick or other leave. There are particular rules about Tax File Numbers. The Tax
File Number of an individual ought not to be disclosed in the course of a workers
compensation claim unless it is required under a taxation, personal assistance or
superannuation law.
6. WIM Act - Section 243
Section 243 of the WIM Act prohibits the disclosure of information obtained in connection
with the administration or execution of the Act unless the disclosure was made:
a. with the consent of the person from whom the information was obtained, or
b. in connection with the administration or execution of the 1987 or WIM Act, or
c.

for the purposes of any legal proceedings arising out of the 1987 or WIM Act or of
any report of any such proceedings, or

d. in accordance with s 72 of the WIM Act relating to inspection of relevant claims
information by SIRA, or
e. in accordance with the requirement imposed under the Ombudsman Act 1974, or
f.

with other lawful excuse.

Section 243 of the WIM Act is a penalty provision with a maximum penalty of 50 penalty
units (currently $5,500) or imprisonment for up to 2 years.
7. WIM Act - Section 126
Section 126 of the WIM Act and clause 41 of the Regulations requires an insurer to
provide relevant reports to a worker or the worker’s legal representative.
© Hall & Wilcox
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The relevant reports include clinical records, medical reports, investigative reports and the
like upon which an insurer has relied in any decision to dispute liability, discontinue or
reduce payments or on review of such a decision. The insurer may be prevented from
relying upon any relevant report in subsequent proceedings if the same was not disclosed
as required by the WIM or the Regulations. If the release of information to the worker
would pose a serious threat to the life or health of the worker or any other person the
insurer can release the information to the nominated medical practitioner or to the legal
representative for the worker, in accordance with clause 41(5) of the Regulation.
8. Evidence Act 1995
The Evidence Act 1995 protects confidential communications and confidential documents
between a lawyer and a client made for the dominant purpose of the lawyer providing
legal advice or professional services to the client for use in current or anticipated litigation.
The protection is called ‘legal professional privilege’ as set out in ss 118 and 119 of the
Evidence Act 1995. Section 118 of the Evidence Act 1995 provides legal professional
privilege applies in respect of a confidential document prepared by the client, lawyer or
another person, for the dominant purpose of the lawyer providing legal advice to the client.

1.2

Consent
The consent of the injured worker will be required in order to ensure compliance with the
privacy provisions noted earlier in this paper. Consent ought to be voluntary, informed,
specific and current. In light of the very short timeframes set out in the workers compensation
legislation for determining provisional liability (7 days) it would be prudent to obtain the
worker’s consent as soon as possible. An insurer may raise a deficiency in respect of the
worker’s notification of injury on the basis it is incomplete. An insurer is required to inform the
worker or the notifier of the incomplete notification within three business days and specify what
additional information is needed. The information required may be an appropriate authority or
sufficient consent from the worker. An insurer may decline to pay the worker provisional
liability payments if the worker does not agree to the release or collection of personal or health
information relevant to the injury.
Standard 1 of the Standards of Practice specifically deals with the consent of the worker.
Standard 1.1 of the Standards of Practice require an insurer to obtain the worker’s consent
before releasing to or requesting from a third party, a worker’s personal or health information.
Standard 1.2 of the Standards of Practice go further to require an insurer to provide advice to
the worker about the worker’s rights and obligations, including the right to withdraw or modify
consent and the potential impacts of not providing consent or withdrawing consent and the
types of information that may be released, obtained or used and who is authorised to release,
obtain or use the information. Standard 1.3 requires an insurer to consider whether the
existing worker consent is sufficient to enable release of information to a third party.
Standard 2.1 of the Standards of Practice requires an insurer to advise workers of their right to
access their personal and health information.
The standards set out in Standards 1 and 2 of the Standards of Practice largely reflect the
requirements set out under the heading of ‘Legislation’ in this paper.
SIRA has a sample standard consent form directed to an employer to collect and disclose the
worker’s personal and health information. Similarly the SIRA worker’s injury claim form
contains a notice relating to the collection of the worker’s personal and health information, as
well as an authority to collect, disclose and use personal and health information. It is not
specifically relevant to a self-insurer, however provides some guidance on the requirements
for consent as described in Standard 1 of the Standards of Practice.

© Hall & Wilcox
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If the worker proceeds to lodge a workers compensation claim by completing a claim form, the
claim form ought to be accompanied by an authority as described in s 260(3) of the WIM Act.
The requirement for an authority is similarly set out in clause 3.3 of the Workers
Compensation Guidelines. The authority authorises a provider of medical or related
treatment, hospital treatment or workplace rehabilitation services to the worker in connection
with the injury to provide the insurer with information regarding the treatment or service
provided or the worker’s medical condition relevant to the claim. The SIRA worker’s injury
claim form contains an authority in that regard.
It would be prudent to consult the information protection principles, health privacy principles
and Australian privacy principles when preparing any standard notification and consent form to
and for an injured worker. The template prepared ought to ensure compliance with relevant
principles and the Standards referred to earlier.

1.3

Disclosure
It is important to remember that some of the privacy legislation applies more broadly than to
just the injured worker. The privacy legislation may apply to personal and health information
of other individuals such as other workers or family members of the injured worker. An insurer
must take care not to breach the privacy of all individuals, not just the injured worker.
Information may need to be redacted in order to comply with the privacy legislation. For
example if comparable wage information is required to be provided during the course of a
claim, ensure that identifying features of the comparable employee are removed.
Section 243 of the WIM Act specifically prohibits the disclosure of information obtained in a
workers compensation claim to be used for any other purposes. The penalty provision,
together with the relevant privacy legislation described under the heading of ‘Relevant
Legislation’ in this paper, places the self-insurer in a unique position, as the entity is both an
employer and a workers compensation insurer. In essence, the workers compensation selfinsurer must ensure that the information obtained in the course of a workers compensation
claim is not disclosed or in any way used for another purpose. For example a factual
investigation relating to a workers compensation claim for injuries sustained as a consequence
of bullying and harassment ought not to be released or used by the business in respect of a
grievance dispute lodged by the worker.
Standard 2 of the Standards of Practice deals with access to personal information. In the first
instance, as noted earlier in this paper, Standard 2.1 requires an insurer to advise workers of
their right to access their personal and health information. The Standard does not require an
insurer provide full access to personal and health information, rather to inform the worker of
such right. Access will need to be assessed on a case by case basis. Standard 2.2 requires
an insurer to ensure any third party providers are aware that any report provided in relation to
the worker may be released to the worker.
An injured worker, through their legal representative, will often seek access to copies of all
material held by an insurer relating to a workers compensation claim. The legal representative
may seek to rely upon s 126 of the WIM Act and clause 41 of the Regulations. However,
those provisions require an insurer to provide the worker with a copy of any report upon which
the insurer relies in any decision issued relating to liability, or reducing or discontinuing
benefits. Section 126 of the WIM only applies in respect of a dispute. If there is no dispute
about any entitlement, then arguably s 126 of the WIM does not apply and there is no
requirement to provide the worker with copies of medical or other reports. An insurer may
release copies of medical or other reports if it chooses to do so and the release of treating
reports may be in the interests of transparency. The release of any reports ought to only be
made in consideration of the health of the worker.
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If release of any report to the worker may be detrimental to the health of the worker
consideration ought to be given to providing the report to the worker’s treating practitioner or
legal representative.
Standard 2.3 of the Standards of Practice requires an insurer to respond to any request by the
worker or their representative for information contained in the insurer’s claim file within 10
working days of receipt of the request. The Standard does not require production of the
relevant information. Rather the Standard requires only a response within 10 working days.

1.4

Recourse
The avenue of recourse for a contravention of privacy legislation is dependent upon the
relevant legislative instrument. A person can seek a review of a decision by an agency under
the GIPA by the Information Commissioner or by the NSW Civil and Administrative Tribunal
(NCAT). A contravention of the PPIP Act may result in a complaint to the NSW Privacy
Commissioner or progress to the NCAT. A contravention of the HRIP Act may result in a
complaint to the NSW Privacy Commissioner.
A contravention of the Privacy Act 1988 (Cth) may result in a complaint to the Australian
Information Commission and thereafter the Administrative Appeals Tribunal.
A contravention may result in the complainant being awarded compensation for the breach of
privacy.
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Annexure 1 - INFORMATION PROTECTION PRINCIPLES IN PPIP ACT
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Fact Sheet
FS2017/003

The Information Protection Principles (IPPs)
Guidance for agencies and organisations
The 12 Information Protection Principles (IPPs) are your key to the Privacy and Personal Information
Protection Act 1998 (PPIP Act).

General Information
There are legal obligations which NSW public sector
agencies, statutory bodies, universities and local
councils must abide by when they collect, store, use
or disclose personal information. As exemptions
may apply in some instances, it is therefore
suggested you contact the Privacy Contact Officer
in your agency or our office for further advice.

Collection
1.

2.

3.

4.

Lawful
Only collect personal information for a lawful
purpose, which is directly related to the
agency’s function or activities and necessary
for that purpose.
Direct
Only collect personal information directly from
the person concerned, unless they have
authorised collection from someone else, or if
the person is under the age of 16 and the
information has been provided by a parent or
guardian.
Open
Inform the person you are collecting the
information from why you are collecting it, what
you will do with it and who else might see it.
Tell the person how they can view and correct
their personal information, if the information is
required by law or voluntary, and any
consequences that may apply if they decide not
to provide their information.
Relevant
Ensure that the personal information is
relevant, accurate, complete, up-to-date and
not excessive and that the collection does not
unreasonably intrude into the personal affairs of
the individual.

Information and Privacy Commission NSW

Storage
5.

Secure
Store personal information securely, keep it no
longer than necessary and dispose of it
appropriately. It should also be protected from
unauthorised access, use, modification or
disclosure.

Access and Accuracy
6.

Transparent
Explain to the person what personal information
about them is being stored, why it is being used
and any rights they have to access it.

7.

Accessible
Allow people to access their personal
information without excessive delay or
expense.

8.

Correct
Allow people to update, correct or amend their
personal information where necessary.

Use
9.

Accurate
Make sure that the personal information is
relevant, accurate, up to date and complete
before using it.

10. Limited
Only use personal information for the purpose it
was collected unless the person has given their
consent, or the purpose of use is directly
related to the purpose for which it was
collected, or to prevent or lessen a serious or
imminent threat to any person’s health or
safety.

1

Fact Sheet
FS2017/003

Disclosure
11. Restricted
Only disclose personal information with a
person’s consent or if the person was told at
the time that it would be disclosed, if disclosure
is directly related to the purpose for which the
information was collected and there is no
reason to believe the person would object, or
the person has been made aware that
information of that kind is usually disclosed, or if
disclosure is necessary to prevent a serious
and imminent threat to any person’s health or
safety.
12. Safeguarded
An agency cannot disclose sensitive personal
information without a person’s consent, for
example, information about ethnic or racial
origin,
political
opinions,
religious
or
philosophical beliefs, sexual activities or trade
union membership. It can only disclose
sensitive information without consent in order to
deal with a serious and imminent threat to any
person’s health or safety.
Full text of the Information Protection Principles, can
be seen in the relevant sections of the Privacy and
Personal Information Protection Act, 1998 available
on
the
NSW
Consolidated
Acts
page:
www.austlii.edu.au

For more information

Contact the Information and Privacy Commission
GPO Box 7011, Sydney NSW 2001
Level 17, 201 Elizabeth Street, Sydney NSW 2000
Telephone:

1800 472 679

Email:

ipcinfo@ipc.nsw.gov.au

Website:

www.ipc.nsw.gov.au

NOTE:

The information in this fact sheet is to be used
as a guide only.
Legal advice should be sought in relation to
individual circumstances.
Full text of the Information Protection Principles
can be found in the relevant sections of the
Privacy and Personal Information Protection
Act 1998 on the NSW Consolidated Acts page:
www.austlii.edu.au

Information and Privacy Commission NSW
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Annexure 2 - HEALTH PRIVACY PRINCIPLES IN HRIP ACT
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Fact Sheet

Updated August 2019

The Health Privacy Principles (HPPs)
guidance for agencies and organisations
The 15 Health Privacy Principles are the key to the
Health Records and Information Privacy Act 2002
(HRIP Act)
These are legal obligations which NSW public sector
agencies and private sector organisations must abide by
when they collect, hold, use and disclose a person’s
health information.
Exemptions may apply, therefore it is suggested you
seek further advice from the Privacy Contact Officer or
the Health Information Manager in your agency or
organisation in the first instance. Or contact the
Information and Privacy Commission NSW (IPC) for
further advice.

Collection
1. Lawful
Only collect health information for a lawful purpose that is
directly related to the agency or organisation’s activities
and necessary for that purpose.
2. Relevant
Ensure health information is relevant, accurate, up-todate and not excessive, and that the collection does not
unreasonably intrude into the personal affairs of a
person.
3. Direct
Only collect health information from the person
concerned, unless it is unreasonable or impracticable to
do so.
4. Open
Inform a person as to why you are collecting health
information, what you will do with it, and who else may
see it. Tell the person how they can view and correct their
health information and any consequences that will occur
if they decide not to provide their information to you.
If you collect health information about a person from a
third party you must still take reasonable steps to notify
the person that this has occurred.

Information and Privacy Commission NSW
www.ipc.nsw.gov.au | 1800 IPC NSW (1800 472 679)

Storage
5. Secure
Ensure the health information is stored securely, not kept
any longer than necessary, and disposed of
appropriately. Health information should be protected
from unauthorised access, use or disclosure. (Note:
private sector organisations should also refer to section
25 of the HRIP Act for further provisions relating to
retention).

Access and accuracy
6. Transparent
Explain to the person what health information is being
stored, the reasons it is being used and any rights they
have to access it.
7. Accessible
Allow a person to access their health information without
unreasonable delay or expense. (Note: private sector
organisations should also refer to sections 26-32 of the
HRIP Act for further provisions relating to access).
8. Correct
Allow a person to update, correct or amend
their personal information where necessary. (Note:
private sector organisations should also refer to sections
33-37 of the HRIP Act for further provisions relating to
amendment).
9. Accurate
Ensure that the health information is relevant and
accurate before using it.

Use
10. Limited
Only use health information for the purpose for which it
was collected or for a directly related purpose, which a
person would expect. Otherwise, you would generally
need their consent to use the health information for
a secondary purpose.

1

The Health Protection Principles (HPPs) guidance for agencies

Fact Sheet

Disclosure
11. Limited
Only disclose health information for the purpose for which
it was collected, or for a directly related purpose that a
person would expect. Otherwise, you would generally
need their consent.
(Note: see HPP 10).

Identifiers and anonymity
12. Not identified
Only identify people by using unique identifiers if it is
reasonably necessary to carry out your functions
efficiently.
13. Anonymous
Give the person the option of receiving services from you
anonymously, where this is lawful and practicable.

Transferrals and linkage
14. Controlled
Only transfer health information outside New South
Wales in accordance with HPP 14.
15. Authorised
Only use health records linkage systems if the person
has provided or expressed their consent.
For more information
Contact the Information and Privacy Commission NSW
(IPC):
Freecall:
Email:
Website:

1800 472 679
ipcinfo@ipc.nsw.gov.au
www.ipc.nsw.gov.au

Information and Privacy Commission NSW
www.ipc.nsw.gov.au | 1800 IPC NSW (1800 472 679)
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Annexure 3 - AUSTRALIAN PRIVACY PRINCIPLES (Privacy Act 1988 (Cth))
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Australian Privacy Principles — a summary for APP entities
from 12 March 2014

of the
Australian Information Commissioner

APP 1 — Open and transparent management of personal
information

APP 9 — Adoption, use or disclosure of government related
identifiers

Ensures that APP entities manage personal information in an open and
transparent way. This includes having a clearly expressed and up to date
APP privacy policy.

Outlines the limited circumstances when an organisation may adopt a
government related identifier of an individual as its own identifier, or use
or disclose a government related identifier of an individual.

APP 2 — Anonymity and pseudonymity

APP 10 — Quality of personal information

Requires APP entities to give individuals the option of not identifying
themselves, or of using a pseudonym. Limited exceptions apply.

APP 3 — Collection of solicited personal information
Outlines when an APP entity can collect personal information that is solicited.
It applies higher standards to the collection of ‘sensitive’ information.

APP 4 — Dealing with unsolicited personal information
Outlines how APP entities must deal with unsolicited personal information.

APP 5 — Notification of the collection of personal information
Outlines when and in what circumstances an APP entity that collects
personal information must notify an individual of certain matters.

APP 6 — Use or disclosure of personal information
Outlines the circumstances in which an APP entity may use or disclose
personal information that it holds.

An APP entity must take reasonable steps to ensure the personal information
it collects is accurate, up to date and complete. An entity must also take
reasonable steps to ensure the personal information it uses or discloses is
accurate, up to date, complete and relevant, having regard to the purpose of
the use or disclosure.

APP 11 — Security of personal information
An APP entity must take reasonable steps to protect personal information
it holds from misuse, interference and loss, and from unauthorised access,
modification or disclosure. An entity has obligations to destroy or de-identify
personal information in certain circumstances.

APP 12 — Access to personal information
Outlines an APP entity’s obligations when an individual requests to be given
access to personal information held about them by the entity. This includes
a requirement to provide access unless a specific exception applies.

APP 13 — Correction of personal information

APP 7 — Direct marketing
An organisation may only use or disclose personal information for direct
marketing purposes if certain conditions are met.

Outlines an APP entity’s obligations in relation to correcting the personal
information it holds about individuals.

APP 8 — Cross-border disclosure of personal information
Outlines the steps an APP entity must take to protect personal information
before it is disclosed overseas.

www.oaic.gov.au
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